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ABSTRACT 

Cloud computing is a new paradigm of shifting 
resources over the network so that the user can access 
the resources over the network. The resource mainly 
consists of Platform as a service, Software as service, 
and infrastructure as a service. Cloud computing is a 
basically internet based computing where the services 
are provided on pay as you go model. The consumers 
pay for the services they want and services are 
provided to them on cloud. Since cloud uses 
distributed resourcing scheme it is important to 
provide security in the cloud. And we also know that 
security is the main problem in cloud. It is mainly the 
loop hole in cloud which requires serious attention. In 
this paper we have described the scheme to implement 
security in cloud using finger print reader and GSM 
module. In this paper first we have discussed the 
security issues and security problem and we have 
enlighten the steps to increase the security in cloud. 
Our methodology mainly focuses on finger print 
scanner and GSM module. 
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INTRODUCTION 

Cloud computing provides infrastructure, platform, 
and software as services, which delivered to 
consumers to the basis of pay as you go model. These 
services are respectively referred to in industry as 
Infrastructure as a Service (IaaS), Platform as a 
Service (PaaS), and Software as a Service (SaaS). 
Clouds aim to power the next generation data centers 
by architecting them as a network of virtual services 
(hardware, database, user-interface, application logic) 
so that users are able to deploy and access 
applications globally and on demand at competitive 
costs depending on users QOS (Quality of Service) 
requirements. Developers with innovative ideas for 
new Internet services no longer require large capital 
outlays in hardware to deploy their service, or human 


expense to operate it. It offers significant benefit to IT 
companies by freeing them from the low level task of 
setting up basic hardware (servers) and software 
infrastructures, and thus enabling more focus on 
innovation and creating business value for their 
services. 

Before the invention of cloud the users have to buy 
the infrastructure and software to carry out the daily 
basis work, which is very costly and not affordable for 
the common users and small enterprises. The cloud 
solved this major problem of purchasing and 
managing the whole system and infrastructure. 

Despite of the facts the cloud has developed 
efficiently and advanced rapidly there is still a loop 
hole in the cloud. The security of the cloud is not as 
strong as it is considered. 

Because the services are delivered over the network 
the chances of getting hacked and attacked are 
enormous. That’s why we have to increase the 
security of the cloud. Several methodologies are 
provided to increase the security of the cloud. And we 
are going to propose one. 

CLOUD COMPUTING ARCHITECTURE 

The major providers of the cloud are providing their 
resources i.e. software as a service, infrastructure as a 
service and platform as a service to the customers and 
consumers over the internet. The major providers 
include Amazon, Google, yahoo, Microsoft. 


□ 
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The services provided by the cloud are mainly 
platform as a service software as a service and a 
infrastructure as a service. 

The three main services are discussed below:- 

Software as a service 

In this type of service the cloud provides the users 
ability to use the software that basically owned by the 
cloud. There are many instances of the software and 
the end users and consumers uses the instance of the 
software. 

The main example of the software as a service is 
salesforce.com 

Platform as a service 

In this type of the service the cloud provides the 
user’s ability to program their own software. The 
cloud provides the users the software to carry out their 
instructions and execute them. In this type the 
consumer can make the program according to the 
software provided by the cloud. 

For example some clouds give the users platform for 
the development of software only in C# or only in 
java or only in C or assembly. There are different 
platforms provided by different cloud companies. 



Infrastructure as a service (IaaS):- 

Infrastructure as a service provides the user ability to 
store and compute capabilities over the network. 
Different type of routers, switches hard drives, servers 
are pooled together and made available to the users so 
the users can use them on pay as you go services. This 
is the most expensive and difficult type of service that 
is provided to users by the cloud. 

Cloud computing deployment:- 

Cloud computing is basically divided into four types:- 

Public cloud 

In this type of cloud the services are pooled together 
and provided to the consumers as single virtualized 
services. They are delivered publically and on the 
common bases so there is no private portion for any 
one. This type of cloud is basically provided by the 


government or the big corporations and the companies 
so that employees or public use them. 

Public cloud is usually implemented when:- 

1. There are lot of people that need to access the 
cloud. 

2. You need to testify and program application code. 

3. You need incremental capacity. 

4. You are doing big collaborative project. 

They are typically larger than other type of clouds. 
And they can handle larger mob. 

Private cloud 

Provide a dedicated instance of these services for your 
exclusive use and, as a result, can be secured and 
accessed privately. 

Private cloud is a cloud that is hold by a particular 
organization. 

There are basically two flavors of this type of the 
cloud: 

1: On premise private cloud:- 

This type of cloud is maintained within a 
organization own facility. They are of best use 
when you require complete control over the 
configurability and security. 

2: Externally hosted private cloud :- 

This type of cloud is maintained within a 
organization but is maintained and setup third 
party. 

Hybrid cloud 

Hybrid cloud is a cloud that is a combination of public 
and private cloud. Both type of clouds are remain 
distinct but are bound together by offering the 
advantage of multiple deployment model. 

When to use the hybrid cloud: 

1. The company wants to use the SAAS service but 
there are security issues, then hybrid cloud is most 
suitable. 

2. You want to provide the public cloud to users and 
the public while maintaining a private cloud for 
the internal company. 
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Characteristics of a cloud 

There are several characteristics of a cloud. Some of 
them are given below: 

> Scalability and elasticity: - 

Clouds are more scalable and have more elasticity 
than conventional computing. Capabilities can be 
rapidly and elastically provisioned, in some cases 
automatically, to quickly scale out and rapidly 
released to quickly scale in. To the consumer, the 
capabilities available for provisioning often appear to 
be unlimited and can be purchased in any quantity at 
any time. 

• Availability and reliability:- 
Cloud are readily available and more reliable than 
conventional computing in a way that they can 
accessed anywhere and anytime. Availability is the 
significant characteristics of a cloud. 

> Manageability and interoperability:- 

Manageability is also the main feature of the cloud. 
They are manageable in case some error occurs. And 
they are interoperable, so that the user can easily 
operate the cloud without having any problem. 

> Performance and optimization :- 

Clouds hold the pool of powerful devices that are 
responsible for providing the performance to the user. 
The cloud should also be optimized so that they are 
able to provide the resources to the user on runtime 
bases. 



> Portability and accessibility :- 

Clients and consumers should be able to use the cloud 
and access the cloud with only web browser and 
nothing else. They are easily accessible and cloud 
should be portable. 

Our methodology:- 

To enhance the security in the cloud we are using 
finger print scanner and a GSM module. The basic 
concept behind out methodology is that when the 


users access the cloud he or she is required to place 
the password. But as we know the password can be 
hacked, key logged and can be stolen. So we are using 
finger print of the user instead of the password. 
Instead of the password the user is asked to place the 
thumb on the device (finger print scanner) and the 
device scans the thumb of the user and then check 
with the database that either the user is authentic or 
not. If yes the user is authentic the system will send a 
password to the user cell phone using the GSM 
module. Then the user will enter the password 
received on the cell phone on the required field and 
then accesses the cloud. 


Only the finger print scanner is sufficient but the 
GSM module is used to ensure the security of the 
cloud. 



There are basically three phases of the process. 
We will discuss each phase briefly:- 


1 st phase:- 

This is the first phase. In this phase the finger print is 
recorded by the finger print scanner. The user is 
prompted to place the finger on the device so that the 
device can get the image of the finger. The image is 
then saved in to the database if it’s not there. 

2 nd phase:- 

In this phase the image of the finger received from the 
device is checked with the image placed in the 
database. Basically it matches the both images and 
find similarity between them. If the image passes the 
test then the process is passed to the third phase. If not 
the message will be prompted that the user is not 
authentic. 


3 rd phase :- 

In the third phase the, system will send a message to 
the user cell phone that is basically a code for 
accessing the system. The user has to enter the given 
code on the required field to use or enter the cloud. In 
this phase our GSM module is used. 
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CONCLUSION:- 

We have used finger print scanner and GSM module 
to enhance and ameliorate the security of the cloud. 
We have devised a system of finger print detection in 
which system and cloud will be accessed using the 
scheme we have devised. First the user places the 
finger on the device, the device then scans the finger 
print and checks with the database that the given print 
either exists in database or not. If the print exists in 
the database the system will send the user a code to 
enter the cloud. The user is then asked to place the 
code on the required field. If the code matches then 
user will be given permission to enter the cloud. 


Future work:- 

In future some other techniques can be devised using 
our methodology as a paragon. 

Some techniques can be 

> Iris detection 

> Face detection 


Some other modules can also be integrated with our 
proposed model to enhance the security in cloud. 
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